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Abstract

Most implementations of sampling algorithms for continuous dis-
tributions use floating-point numbers, which introduce round-off
errors and approximations. These errors can be difficult to analyze,
and can cause security issues when used in algorithms for differ-
ential privacy. An alternative is to use exact sampling algorithms
based on computable reals, which can lazily generate the digits of
a continuous sample to arbitrary precision. However, these algo-
rithms are intricate, and implementing and using them involves a
combination of semantically challenging language features, such
as probabilistic choice, higher-order functions, and dynamically-
allocated mutable state.

In this paper we present Continuous-Eris, a higher-order separa-
tion logic for verifying the correctness of exact sampling algorithms
for computable distributions. To demonstrate Continuous-Eris, we
verify the correctness of computable samplers for the uniform,
Gaussian, and Laplace distributions, as well as a library for ex-
act real arithmetic for working with generated samples. All of the
results in this paper have been verified in the Rocq proof assistant.

1 Introduction

When computing with real-valued data, floating-point numbers are
commonly used. Because of their bounded precision, operations on
floating-point numbers inevitably introduce round-off errors. For
many applications, minor approximation errors are acceptable, and
an expert who understands floating-point arithmetic can design
algorithms to minimize such errors. However, for non-experts, the
behaviors of floating-point arithmetic can sometimes be confusing,
and in some applications, it is difficult to understand how much ap-
proximation error a computation introduces. These floating-point
errors can even lead to critical bugs or security issues. For example,
differentially private algorithms are often formally developed un-
der the assumption that arithmetic is carried out exactly, and the
presence of floating-point errors can lead to private information
leakage. [43].

One alternative approach, which avoids round-off error, is to
use algorithms for exact real arithmetic over computable real num-
bers. A number of different styles of exact real arithmetic exist, but
the high level idea behind these approaches is to represent a real
number by a function f which can be queried to get increasingly
more precise approximations of the number. Arithmetic operations
on these numbers are higher-order programs, returning new func-
tions which approximate the result of a real-valued operation in
terms of approximations of its arguments. This idea has its ori-
gins in constructive mathematics and the earliest days of computer
science, and has been well-studied from both a theoretical perspec-
tive [19, 23, 46, 49, 52] and an applied point of view, with several
different implementations of exact reals as libraries or as built-in
features of programming languages [6, 10, 35, 41, 44].

U _ £ (ref None, tape 1)

match ! £ with
| Some (b,t") = (b, ")

Il

ForceNext £

| None = letb:=rand ¢ 1in
let £ := ref None in
¢ «— Some (b, t');;
(d,¢)

end

GetBits f « N A 2 if N = 0then Aelse
let (b, £") := ForceNext £ « in
GetBits ¢/ « (N —1) (2% A+Db)

Figure 1: A lazy exact sampler for the uniform distribution
over the interval [0, 1], and a client GetBits.

What is less well-known is that by representing real numbers
as functions, it is also possible to generate exact samples from
continuous probability distributions. Several algorithms exist for
converting an infinite sequence of uniform Bernoulli samples into
exact samples from the uniform distribution over the interval [0, 1],
the exponential distribution, and the Gaussian distribution, among
others. Using these algorithms, it becomes possible to do Monte
Carlo simulations or other calculations with continuous random
samples without approximations or round-off errors.

Figure 1 shows a simple implementation of an algorithm that
lazily samples an exact value from the uniform distribution over
the interval [0, 1], written in an ML-like language (for now, ignore
the code printed in a light gray color). The algorithm stores the
sampled value as a mutable linked list of bits which represent the
binary digits of the number that have been sampled so far. The
sampling function U simply creates an empty list, encoded as a
reference cell containing None, representing that no bits have yet
been sampled.

Given a value ¢ sampled using U, we can access approximations
of the sampled value using GetBits, which returns the first N bits of
the sample as a big-endian integer. To calculate this approximation,
GetBits traverses the linked list using a helper function ForceNext,
which takes a pointer ¢ to the next cell in the list as an argument.
The ForceNext function dereferences the pointer to check whether
the next cell in the list exists, and if so, returns it. Otherwise, if the
next pointer contains None, then we have reached the end of the
list, so ForceNext samples a new Bernoulli value with the command
rand 1, which returns 0 or 1 with equal probability. It then appends
the sampled value to the end of the linked list. As we will see
later (§2), using this GetBits function it is possible to convert this
lazily sampled uniform deviate into a form that is compatible with
existing libraries for computable real arithmetic, such as CReal [20].

Why is this algorithm correct, and in what sense do the programs
U and GetBits sample a uniform value from [0, 1]? At a high level,
it is a standard fact from measure theory that an infinite sequence

59
60

61

63

64

65

66

67

68

69

70

71

72

73

74

75

76

77

78

79

80

81

82

83

84

85

86

87

88

89

90

91

92

93

94

95

96

97

98

99

100

101

102

103

104

106

107

108

109

110

111

112

114

115

116



117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150

151

156

157

159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174

of Bernoulli samples, when interpreted as the binary digits of a real
number, is equivalent to a uniform sample over [0, 1]. But formally
applying this argument to justify the code above is challenging.
First, the algorithm involves a combination of language features
whose semantics are challenging to model and hard to reason about.
It directly combines mutable state, dynamically allocated pointers,
and random choice. If we wish to further reason about how these
samples are used with constructive real libraries like CReal, then we
must also consider a setting with higher-order functions. Second,
since the bits of the number are sampled lazily, at no point does our
program actually obtain an infinite sequence of Bernoulli samples.
Yet we would still like to reason about U as if it samples a uniform
real value r € [0,1], in the sense that all calls to GetBits are just
returning the digits of the binary expansion of r.

To the best of our knowledge, no techniques from prior work
are able to verify an algorithm like the above. While there has been
extensive work on reasoning about probabilistic programs and
verifying the correctness of sampling algorithms, prior work either
restricts to discrete distributions [3, 15, 40] or assumes the existence
of primitives for sampling from continuous distributions [14, 29,
30, 38, 48] and works with non-computable real arithmetic.

To address this gap, we present Continuous-Eris, a higher-order
separation logic which is capable of verifying the algorithm above,
as well as other challenging exact samplers for continuous distribu-
tions. This is possible due to a synchronicity between two concepts:
continuous distributions are approximable by discrete distributions,
and nonterminating programs are approximable by terminating
traces. In particular, by adding a variant of time receipts [42] to the
Eris [2] program logic, we can exploit this coincidence to obtain a
program logic with continuous reasoning principles for computable,
discrete sampling algorithms.

Contributions. In summary, we present

e A program logic for verifying computable continuous sam-
pling algorithms using error credits and time receipts,

o A formally verified implementation of exact Gaussian, ex-
ponential, and Laplace sampling, and

o A formal proof that our Laplace sampler satisfies an accu-
racy bound used in the differential privacy literature.

The results in this paper have been mechanized in the Rocq proof
assistant, building on the Iris separation logic framework [36] and
the Coquelicot real analysis library [11].!

2 Key Ideas

To illustrate the key concepts of Continuous-Eris, we will verify
the MaxU2 program in Figure 2. The program MaxU2 draws two
uniform deviates x and y using U and returns their maximum value.
To find the maximum, MaxU2 calls the helper function CmpU,
which determines the greater of two samples by comparing their
bits in order, sampling to a higher precision if needed. A standard
exercise in probability theory is to prove that the value returned
from the procedure is distributed over [0, 1] with probability density

10ur development admits as axioms two standard facts about the Riemann integral that
are missing from Coquelicot, but is otherwise fully verified. These axioms are Fubini’s
theorem for continuous functions and that the postcomposition of an integrable
function by a continuous function is integrable.

Anon.

A

C' 0y oy by oy 2 let (bl,t’l') := ForceNext £; o1 in
let (ba, £;) := ForceNext & oz in
if b < by then — 1else
if by > by then 1 else
Cc’ t’l’ a [2/ as

CmpU (fy, 1) (b2, 0) 2 if £y = Ly thenOelse C" ¢4 a1 £

MaxU2 _ Z letx:=U _in
lety:=U_in
if CmpU x y < 0thenyelse x

Figure 2: The maximum of two uniform [0, 1] samples.

function pmax (x) £ 2x. In this section we will demonstrate the key
principles of Continuous-Eris by formally verifying this fact.

2.1 Primer: Eris

Continuous-Eris is an extension of Eris [2], a program logic for
verifying the approximate correctness of discrete probabilistic pro-
grams. Eris is based on the Iris [36] separation logic framework,
and uses techniques from Iris to support reasoning about programs
which combine randomness, unbounded recursion, higher-order
functions, and state. The algorithms we verify in this paper use all
of these features extensively, making Eris a good starting point.
The core construct in Eris is the error credit, a separation logic
resource # (r) (for r € RZ%) which can be “spent” to exclude an
event whose probability is at most r. The Eris adequacy theorem
says that a proof of {# (¢)} e {v. P(v)} implies that the probability
of the program e terminating with a value that does not satisfy P
is at most ¢. Importantly, Eris is a partial correctness logic, so this
statement implies nothing about the termination probability of e.
Error credit assertions are used with the following rules:

(1) Spending: # (1) + L. The intuition is that a credit is an upper
bound on the probability that a specification fails to hold,
and an upper bound of 1 on a probability is trivial.

(2) Splitting: £ (1 + €2) 4+ £ (e1) * #(e2). This allows for split-
ting and joining error credits like other separation logic
resources.

(3) Conditioning: The value of an error credit can be condi-
tioned on the outcome of a random sample drawn with the
command rand N, provided that the expected value of the
error credit is preserved:

{# (BEynI[F])} rand N {t. #(F(t)) =t € {0,...,N}} (1)

The rand N command returns a integer from the set {0, ..., N}
uniformly, and UN is the uniform distribution over that
set.

Error credits also inherit the rules of the underlying Iris separation
logic, such as the frame rule. Since Iris is an affine logic, excess
error credits can be “dropped” or go unused.

To demonstrate how error credits work in practice, we will show
how to spend # (1/4) froma £ (1/2) error budget to exclude an event
with probability 1/4, as captured by the following specification:

{£(1/2)} rand3 {t. #(1/4) =t # 0}. 2)
First, we use the splitting rule to break our credit into two parts.

£(1/2) - £(1/4) = £(1/4).
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The first credit will be framed across the call to rand 3. For the

second credit, set F(x) £ [x = 0], where the Iverson bracket |P]

has value 1 if P holds, and 0 otherwise. Note that Ey3[F] = 1/4. So,
using the conditioning and frame rules we get

£(1/4) = £(F(v))

{#(1/4) = # (Eysl[F])} rand3 {t. ctefo,... 3}

Now we perform case analysis on . In the cases where t # 0, we can
continue the proof using the remaining # (1/4) budget as desired.
When t = 0 we have that F(0) = 1, so that #(F(0)) + L by the
spending rule, allowing us to conclude.

2.2 Correctness of Discrete Samplers via Error
Credits

Eris’s soundness theorem only applies for proving upper bounds on
probabilities that a specification will fail to hold. Recently Marion-
neau et al. [40] have shown that Eris satisfies a stronger soundness
theorem that can be used to prove the correctness of sampling
algorithms for discrete distributions. Moreover, their technique is
modular: not only does it show that a random sampler is correct,
but it does so in a way that can be used internally as part of a larger
Eris proof.

The key insight is that the conditioning rule for the rand com-
mand captures the essence of the fact that rand samples from the
uniform distribution. Turning this around, Marionneau et al. show
that to prove that an arbitrary program e samples from a discrete
distribution , it suffices to prove a specification about e which
looks like a generalized version of (1):

VF € B(T),{# (Eu[F])} e {t. £(F(1))}. (3)

Here, B(T) is the set of bounded functions T — RZ°. To justify
why a specification of the form in (3) suffices, we can consider
two instantiations of the above specification for each value t € T:
first where F is instantiated by I;(x) £ [x # t] and second by
I;:(x) £ [x = t]. By applying the Eris adequacy theorem to the first
instantiation, we get that the probability that p(t) samples a value
other than ¢t is at most 1 — u(t), and from the second instantiation
we have that the probability that it samples ¢ is at most u(t). If e
terminates with probability 1, then by combining these inequalities,
we have the probability that e returns ¢ is exactly p(t), as desired.
More generally, once one has a specification of the form (3), one
can reason about e in the logic as if it sampled from p. Marionneau
et al. prove such specifications for a range of discrete sampling
routines and show how they can be used for modular reasoning.
However, because their results and approach were restricted
to discrete distributions, they cannot be used directly to verify
samplers for continuous distributions like U. Our results show how
to generalize their approach to handle continuous distributions.

2.3 From Discrete to Continuous

To state the correctness of continuous samplers, we further gen-
eralize the pattern from (3). In place of expectations over discrete
distributions, which are countable series, we instead use expecta-
tions over continuous distributions, as represented by a Riemann

integral over a probability density function.? For example, in the
case of the uniform distribution over [0, 1], the density function is
just p(x) = 1, and so the specification pattern that we will prove
for U has the form:

VF € PC(]0,1]), "
(! Py )} u 0 {Hr £(F(r)) * }

“IsRealovr

Here, PC([0, 1]) is the set of bounded, piecewise-continuous func-
tions [0,1] — R29 and IsReal is a predicate stating that v is a
representation of the real number r (we will define IsReal later in
this section). Piecewise continuity ensures that the Riemann inte-
gral exists. Like in the discrete setting, equation (4) allows us to
condition credits around a call to U as if it returned a real number
r € [0, 1] uniformly at random. Clients of U will be able to use this
conditioning modularly as part of larger correctness and approxi-
mate correctness arguments (¢ and §5). Finally, as we will see later
in §3, a specification of this form indeed captures what it means for
the program to sample uniformly over the continuous distribution,
in the sense that all approximants it returns are distributed with
the correct probability.

But how can we prove such a specification in the first place?
There are several challenges. First, as we previously discussed, at
the time U returns, no values have actually been sampled yet, so
how can we condition on some value r being selected? Second, the
primitive conditioning rule for rand is a discrete sum, yet the above
involves an integral. Finally, we need to formally define what it
means for the function v to represent the uniform deviate r in Eris,
with the IsReal predicate.

To address these issues, Continuous-Eris combines three ideas
from previous logics. First, pre-sampling tapes from Clutch [25],
allow us to, as a proof device, pre-determine what the sampled
values from future rand commands will be. With this we can pre-
sample the bits that constitute the real number at the time that
U is called. However, Clutch’s pre-sampling tapes only allow for
pre-sampling a finite number of values in advance, yet the binary
expansion of the sampled value r could have an infinite number of
digits that are generated by calls to ForceNext.

To overcome this, we exploit the fact that Eris is a partial cor-
rectness logic, and adapt the idea of time receipts to internalize
this partiality in the logic [42]. Because of partiality, in any given
execution that we reason about, we only need to consider up to
some number k of steps, where k is arbitrary but bounded. Since
producing a new digit in the binary expansion takes at least one
step, an execution of length k cannot observe more than k bits, so
we only need to pre-sample k values to know all of the bits that
could eventually be seen in that execution.

Finally, by pre-sampling enough bits, we can get a Riemann sum
with the conditioning rule that is arbitrarily close to the integral
in (4). Using the thin-air error credit rule proposed by Li et al.
[39], we can logically pay for the discretization error that arises in
passing from the sum to the integral.

The remainder of this subsection outlines these three ingredients
and how they are used to derive the specification (4).

2We use Riemann integrals instead of Lebesgue integrals because they suffice for the
examples we consider here and are simpler to mechanize.
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Pre-sampling tapes. Pre-sampling tapes (or tapes) were intro-
duced in Clutch [25] as a proof device for representing knowledge
about the random events in a program’s future. The operational
semantics for tapes will be outlined in §3.1, here we focus on the
proof rules they enable. In the logic, a tape is a separation logic
resource @ < (N, 1) representing the knowledge that all rand
commands marked with tape label a (denoted rand a N) will draw
their next |7i| samples from the finite list 77, in order. This is captured
by the rule for rand, which says that the returned value will be the
head of the tape.

{a —> (N,n-n)} rand a N {v.0 =n*a < (N,n)}

We can presample a new value to the end of the tape, using the
following rule, which allows us to condition error credits similarly
to (1):

{3n.a = (N,ii-n) = £(F(n)) * P}e{Q}

{a = (N.7) « £ (BEyn[F]) = P}e{Q}

By repeatedly applying this rule, we can pre-sample a finite number
of values to a tape, that will then later be consumed by calls to rand.
The gray code in Figure 1 generates a fresh tape « for each uni-
form deviate returned by U. Intuitively we would like to presample
an infinite sequence of bits representing some number r onto this
tape: doing so would mean that all future calls to GetBits will deter-
ministically return approximations of a single real number r, and
as a consequence, we could condition our error credits based on
the value r takes. Note however that presampling tapes can only
contain a finite list of values. We will now turn our attention to
simulating infinite presampling operations using only finite tapes.

(&)

Time Receipts. Time receipts were introduced to separation
logic by Mével et al. [42] to eliminate reasoning about program
behaviors that would take an infeasibly long amount of time to
occur (e.g. overflowing a 64 bit counter). In Continuous-Eris we
adapt this idea to internalize the fact that the logic is partial, so that
we do not need to reason about diverging executions. Specifically,
we introduce an assertion of the form StepsLeft(k) establishing
that k is an upper bound on the steps left that we will reason
about in the program, which must always be nonnegative, i.e.,
k < 0 — StepsLeft(k) + L. This is introduced using the following
rule:

Vk. {StepsLeft(k) = P} e {Q}

{P}e{Q}

Read from bottom to top, applying this rule gives us StepsLeft(k)
for some arbitrary k. Since we must prove the result for all possible
values of k, this ensures we consider all finite prefixes of possible
executions.

Each step taken by the program generates a new time receipt
resource X (1). Time receipt resources combine additively like error
credits, and can be spent to decrease the global runtime bound:

StepsLeft(n) = X(m) — StepsLeft(n — m).

With this in hand, we can construct a resource which provides
the illusion of an infinite presampling tape. If we know we are
reasoning about an execution that can be at most k more steps,
and the tape already has k values on it, then any additional values
can never be observed. We define an assertion to represent a tape

Anon.

containing an infinite binary sequence, as represented by a function
f:N—-{0,1}.

InfiniteTape a f £ 3k, ii. « < (1;7) * StepsLeft(k) =
k < i] = Vi.i <k — a[i] = f(i)

This assertion says that, under the hood, there is a real tape with
at least k samples which match the first k values of f, and we have
StepsLeft(k). For this infinite tape assertion, we have a derived
rand rule

{InfiniteTape a f}
rand a1
{v.v = f(0) * InfiniteTape « (A x. f(x + 1))}

which says that executing rand « 1 returns the first element f(0)
of the sequence, and returns a sequence that has been shifted by 1.
The proof of this rule reasons by cases on whether the underlying
tape assertion inside of InfiniteTape has any samples left. If it does,
it pulls the first sample off of the tape, but also generate a time
receipt letting us decrease the StepsLeft bound by 1. When the
tape is empty, the StepsLeft term will become negative, allowing
us to conclude the proof by the time receipt principle instead. Thus,
externally, the specification makes it look as though a contains an
infinite number of bits matching the infinite bitstring f.

Thin-Air Credits. We complete our illusion by deriving a pre-
sampling rule that is capable of populating an InfiniteTape with the
binary expansion of a real number.

Vr.{#(F(r)) = InfiniteTape a (binr) * P} e {Q}
(6 (f P dx) =@ (1310) = P e Q)

(6)

The function bin : [0,1] — (N — {0, 1}) gives a binary expansion
of a real number, and it is not important which of the possible binary
expansions this function picks. Deriving this rule requires extending
Continuous-Eris with one last ingredient: a rule for generating
arbitrarily small error credits “out of thin air”, as proposed by Li
et al. [39]:

{Je>0. £(¢) = P} e{Q}
{P}e{Q}

This rule says that at any time, we can get access to some additional
error credit of some arbitrary value. As Li et al. show, this rule can
be added without affecting the soundness of Eris through a limiting
argument taking ¢ — 0.

To derive the specification (6), we first apply the rule (2.3) to get
StepsLeft(k1) for some k;. Next, we apply (7) to get some credit
& > 0, in addition to the /01 F(x) dx error credit we start with.
From Riemann integrability of F, there exists § > 0, such that any
Riemann sum over F with partition width smaller than § will be
within ¢ of /01 F(x) dx. Let ky be such that 1/2%2 < §. Set k =
max(ki, k2). We now apply the basic presampling rule (5) k times
to get k bits on the tape a. If we interpret these bits as the first k bits
of the fractional representation of a real number, then unfolding
the expected value sums from the repeated use of (5), we get a
sum for the expected value of the resulting error credit that can be
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rewritten as

k_
21Fi1
2 Pl

i=0

This is a Riemann sum over [0, 1] with partition width 1/ 2K, thus it
is less than the ¢ + ( /01 F(x) dx) credit that we have. Since Eris is

an affine logic that allows us to “throw away” excess error credits,
we are therefore done.

With this infinite tape pre-sampling rule, we are finally able to
derive (4), the specification for U. We define the predicate IsReal v r
to state that the heap location v points-to a linked list of bits and
an InfiniteTape, such that the bits on the list together with the
bits on the infinite tape form a binary sequence for r. Executing
U gives us access to a heap location and empty tape, and we can
apply (6) to establish the IsReal predicate and the error credits in
the postcondition of (4).

Summary. In this subsection, we have seen how a few logi-
cal ingredients allow us to derive a continuous analogue of the
specification style previously proposed by Marionneau et al. [40]
for discrete samples. In particular, extending Eris with time re-
ceipts allowed us to extend Clutch’s finite pre-sampling tapes into a
mechanism that behaves like an infinite tape. Next we will explore
how to use this specification in client code, using careful credit
conditioning to verify algorithms based on uniform real samples.

2.4 Verified Maximum Sampler

Now we can now return to the verification of MaxU2 from Fig-
ure 2. We will do this in explicit detail as it illustrates the core
techniques we will be making use of in our more complex examples.
Recall that the density of the maximum of two uniforms is given by
HMaxU2 (x) = 2x. We can state a continuous correctness theorem
for MaxU2 as:

YG e PC([0,1]), (®)

{f (_[01 G(x) - 2x dx)} MaxU2 () {v_ 3. liR;e(llGU(:)) }

In other words, given some G, and & = _[01 G(x) - 2x dx error
credits, we want to execute the body of MaxU2 and ensure that
the return value of MaxU2 approximates a real number r, such
that we end up with £ (G(r)) credits leftover. To prove this, we will
apply the specification for U (4) at each of the uniform sampling
statements, instantiating the function F from that specification with
appropriate credit conditioning functions.

For the first call to U, we instantiate F with the function &
defined by ¢ (x) = fol G(max(x,y)) dy. Let r1 be the real number
we obtain in the post-condition of the rule. Then, for the second
call to U we instantiate F with ¢; defined by £2(y) 2 G(max(r1,y)).
Call the result of this call ry.

At this point there are two parts left to the proof. The first is to
show that the iterated integral we obtain from applying this rule
twice with these choices of F is equivalent to ¢, the error credits

we have in the precondition of (8). We have

/Olfolc(max(x, y)) dx dy
=/Ol/01[x<y]G(y)dxdy+/01/01[y<x]G(x)dxdy
zz/olc(z)/ol[w<z]dwdz

:/IG(Z)-szz
0

=&

The second part of the proof is to show that the code in fact com-
putes the maximum max(r, rz). But this part of the reasoning
involves no probability theory, as it amounts to reasoning about
the bit-by-bit comparison done by traversing the linked-list of bits
in the two numbers inside CmpU using ForceNext. Readers unfa-
miliar with Iris may be concerned that the recursive calls in C” are
not structurally decreasing in any argument. Formally speaking,
we verify C’ using the Lob induction rule from Eris.

HT-REC

Vw. {P} (rec fx =¢) w{Q} + {P} e[v/x][(rec f x =€)/ f] {Q}
F {P} (rec fx =€) v {Q}

The Lo6b induction rule allows us to assume that the specification
for C’ holds at every recursive call in its body. In a call to C’, if the
leading bits are different, then the real number starting with 1 is
the greater than or equal to the one starting with 0. If the leading
digits match, the program C’ will recurse and we conclude by the
Léb induction hypothesis.

The proofs for subsequent more sophisticated sampling algo-
rithms follow a similar pattern: first we choose the right instan-
tiations of the function F for each random sample the algorithm
draws, and then we prove that the resulting iterated integrals are
equivalent to the integral over the density of the distribution the
algorithm is generating samples from. Then, after the values are
sampled, we are left with traditional reasoning about linked lists
or other bit manipulations of the sampled values, for which sep-
aration logic is well-suited. With Continuous-Eris, proofs of this
format (including the more complex sampler in §4 and §5) can be
implemented formally inside the Rocq proof assistant.

2.5 Interlude: Constructive Real Arithmetic

While our lazy bit list representation of [0, 1] suffices for drawing
and comparing uniform samples, clients of U such as the Gaussian or
Laplace sampler will require us to represent samples over the entire
real line. Before we go deeper into these more complex sampling
procedures, we will discuss a simple implementation of constructive
real arithmetic, which is compatible with the lazy bit lists of U, and
which we have verified in Continuous-Eris.

There are a number of options in the literature for representing
lazily defined real numbers, such as signed bit sequences [54], con-
tinued fractions [52], or sequences of dyadic approximants [41]. Our
implementation is an adaptation of the CReal library [20], which is
based on the latter technique.

We represent a real number r using functions s, : Z — Z,
which return integer approximations of r to a specified accuracy.
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OfZzp=z>p

Raddrirgp=letz:=ri (p—2)+ry (p—2)in
(z/4) + (z%4)/2
Rnegrp = —(r p)
Rscalrzp = r (z+p)
RofU u p = if 0 < p then 0 else GetBits u (—p) 0

Remprirpp 2 letny :=rynin
letny :=rynin
if n1 +2 < ny then — 1lelse
if ng +2 < nq then 1 else
Rempriry (p+1)

Figure 3: The Continuous-Eris constructive real library

Formally, we define a predicate ApproxTo(A, z, r) which says that
A € Z approximates r to within a degree of precision specified by
z €L

ApproxTo(A,z,r) 2 |A—r-27| < 1. )

We say then that a function s, is a valid representation of r if
ApproxTo(sy(z), z,r) holds for all z. This condition ensures that as
z — oo, the sequence s,(z)/2% converges to r.

Figure 3 depicts our implementation of a subset of operations
from CReal. With the exception of Rcmp, each operator returns a
function from desired precision p € Z to an integer approximant.
Our library includes the following:

e OfZ z: This converts the constant integer z to a real whose
sequence is obtained by bit-shifting z.

e Radd rq rp: Addition between rq and ry. The first line adds
the (p + 2)™ approximants for ry and ry together, and the
second line divides this sum by four (rounding to the nearest
integer).

e Rneg rq: Negates a real number by negating each approxi-
mant.

e Rscal r z: Uses a bit shift to approximate the real number
r/2% for z € Z. CReal defines a more complicated proce-
dure for general multiplication between real numbers, but
scaling by powers of two will suffice for our purposes.

e RofU u: Convert a partly sampled uniform deviate into a
lazy real number. The GetBits function was defined in Fig-
ure 1.

Like CmpU, the function Rcmp compares two real numbers by
iteratively comparing approximants until they are sufficiently far
apart to determine their inequality.® In our Rocq development,
we specify the correctness of these operators using the following
Continuous-Eris predicate:

IsApprox (v :Val) (x : R) =
AL.1+ OVY(p:Z). {I} v p{A.I* ApproxTo(A, —p,r)}
In other words, IsApprox states that an Continuous-Eris function

v can be executed, using some set of resources I, in order to return an
approximation of r with any precision p. Using this representation,

3Note that the comparison function does not terminate when the arguments are equal.
Unlike the comparison between two uniform deviates, it is possible to write programs
where comparisons loop with probability greater than zero.

Anon.

RofBZU b z u £ let abs := Radd (OfZ z) (RofU u) in
if b = 0 then abs else Rneg abs

Figure 4: Conversion from boolean-integer-uniform triples
into constructive reals.

it is straightforward to verify the correctness of the arithmetic
operators in our library, such as the addition function.

{IsApprox Ox X * IsApprox vy y}
Radd oy vy
{v.IsApprox v (x +y)}

The correctness here depends principally on using the triangle
inequality to relate the (p + 2)™
pth approximant of x + y.

We can also lift the lazily uniform samples of U into constructive

reals.

approximants of x and y to the

{IsReal u x} RofU u {v. IsApprox v x}

In this proof, the I in IsApprox is instantiated with IsReal u x, which
allows us to compute arbitrarily precise approximants for x using
GetBits.

Finally, we will derive one last program for constructing values
in R using these primitive operators. The equation ToReal(b, z,r) =
(—1)b(z + r) will serve as our canonical mapping from boolean-
integer-uniform triples (b, z, r) to real numbers. The program RofBZU
in Figure 4 takes as input a boolean-integer-real triple, and returns
the corresponding constructive real. We will use this program in
the verification of the Gaussian and Laplace samplers, and also our
soundness theorem.

We have now seen how to establish and use a continuous ana-
logue of the specification style that Marionneau et al. [40] previ-
ously demonstrated for verifying discrete samplers. But what does
this specification actually mean? In the next section, we prove an
adequacy theorem that connects this specification to the semantics
of the program.

3 Soundness

This section describes our soundness results for Continuous-Eris.
Before we can state the soundness results, we first need to define
the semantics of the language we are considering formally. Then,
we prove that the basic adequacy theorem for Eris Hoare triples also
holds for Continuous-Eris. Finally, we prove an analogue of Mari-
onneau et al.’s adequacy theorem for the correctness of continuous
samplers.

3.1 RandML Language

RandML is the same langauge as used in Eris. The syntax of RandML
is depicted in Figure 5. The language includes primitives for higher-
order programming such as higher-order references and function
closures, as well as generic recursion using recursive let bindings.
RandML’s sole source of randomness is the rand N command seen
in the previous section. Notably, RandML does not include primi-
tives for sampling from continuous distributions. Instead, we im-
plement and verify computable versions of these algorithms.
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veVal2zeZ|beB| ()|t €Loc|k € Label|recfx=¢€| (v,w)| inlo| inro

Il>

e € Expr

if ethenejelsees | (e1,e2) | fste| snde| inl(e) | inr(e) | match e with inlo = e;

allocnej ea | e |e; < ey | rande| randej ez | tapee

KeEctx% — |eK|Kou| allocnK | !K|e«— K|K <o | randK| ...
o € State = (Locﬂ—nVal) X (Labelﬁ—n\ Tape)

t € Tape= {(N,n) | N e NA# € LisiNcny}

vlx|erez|er+ex|er—ex|erxex|er <ex|er>ex| ... |

intrw = ez end |

p € Cfg = Expr X State

Figure 5: Syntax of RandML

Operational Semantics. Because the language only has dis-
crete sampling as a primitive, we are able to give an operational
semantics that does not require measure theory. To account for
the possibility of nontermination, we use the monad of discrete
subdistributions.

DEFINITION 3.1 (SUBDISTRIBUTION). A discrete subdistribution
over a countable set A is a function p : A — [0,1] such that
Dlaea p(a) £ 1, sometimes also called a probability mass function
or PMF. We let D (A) denote the set of all subdistributions over A. The
discrete Giry monad [24] is a monad on D where the return 8y is the
Dirac distribution at x and

(p>=f)(b) = > p(a) - f(a)(b) (10)
acA
Given a subset ¢ C A and u € D(A), the probability of ¢ under p,
denoted Pr [ @], is given by

gm=éwm

We give a small step operational semantics to RandML in terms
of subdistributions, following Eris. Namely, we define the semantics
for a single step of reduction by a monadic function on subdistribu-
tions step : Cfg — D(Cfg), where a configuration Cfg is a pair of
an expression Expr and a state State. For deterministic cases (such
as arithmetic operations or writing to the store) we describe their
posterior subdistribution using the monadic return. Error cases
such as ill-typed applications return the zero subdistribution 0. The
rand N primitive draws samples from 2N, the uniform distribution
over {0, ..., N}, and leaves the state o unchanged.

{HN 5= An.8(ns) N €N
0

step(rand N. o) = otherwise

The semantics also models the presampling tapes we saw in §2.
A tape consists of a label @, a bound N € N, and a finite sequence of
presamples ii. When rand includes the optional tape label parameter,
it will deterministically pop a sample from the tape if the tape is
non-empty, and otherwise draws a fresh random sample.

step(rand @ N, o) =

5(n,0'[m—>(Nﬁ)]) if NeNand a — (N,nfi) €0
UN>>=An.6(ny) ifNeNanda (N,n-ii) ¢o
0 otherwise

Tape labels are dynamically allocated using the tape primitive in
a similar fashion to heap locations. However, the language includes
no language primitives for adding samples onto the tape. Rather,
samples are added to the end of the tape during a proof by applying

the presampling rules we saw previously. The soundness proof for
the logic includes an erasure theorem, showing that every program
has the same semantics as one with all tape operations omitted.
The semantics of a program is the limit of finite executions.
Concretely, the subdistribution exec, : Cfg — D (Val) represents
the subdistribution of values reached after n steps of execution.

Se if e € Val
execp(e,0) = {step(e,0) >>=execp—1 ife ¢Valandn >0 (11)
0 otherwise

Any configuration that has not reached a value after n steps does
not contribute its probability to execy,. The subdistribution of return
values exec(p) is defined at each point to be the limit of exec, as
n — oo,

3.2 Soundness of the Logic

We proved the following adequacy theorem of Continuous-Eris,
which is the same as that of Eris:

THEOREM 3.2 (ADEQUACY). For any pure predicate on values P, if
we can prove {f (¢)} e {v. P v} in Continuous-Eris, then for all states
o, we have Pr[exec(e,0) ¢ P] < e.

Recall that Continuous-Eris features two proof rules not found
in the original Eris: thin-air credits and time receipts. The thin-air
credit rule was proved sound by Li et al. [39] for an extension to
Eris for concurrent programs, and we have backported their proof
technique to Continuous-Eris. For time receipts, we exploit the
fact that the existing proof of soundness for Eris, is based on step-
indexing: since the logic is partial, the proof works by explicitly
considering executions of up to n steps for each value of n. Thus,
all we need to do is track this number of steps remaining in the
execution we are considering using a ghost resource, in order to
model the StepsLeft assertion.

3.3 Adequacy for Continuous Samplers

To formally capture the correctness of continuous samplers, we
prove a version of the adequacy theorem tailored to continuous
samplers returning lazy reals satisfying the IsApprox predicate.
Stating this is subtle: we want to specify what it means for a program
to lazily return digits from a real number, but clearly this will depend
on the RandML representation of a real. The proof of adequacy by
Marionneau et al. avoids this issue as their samplers all return
simple, first-order datatypes such as Z or booleans, which have a
canonical representative in RandML.

755
756
757
758
759
760
761
762
763
764
765
766
767
768
769
770
771
772
773
774
775
776
777
778
779
780
781
782
783
784
785
786
787
788
789
790
791
792
793
794
795
796
797
798
799
800
801
802
803
804
805
806
807
808
809
810
811

812



813
814
815
816
817
818
819
820
821
822
823
824
825
826
827
828
829
830
831
832
833
834
835
836
837
838
839
840
841
842
843
844
845
846
847
848
849

850

859
860
861
862
863

864

866
867
868
869

870

Checker e N D £ Rcmp e (Rscal (OfZ N) D) 0
Figure 6: Definition of the Checker program.

The key idea of our approach to this problem is to capture the
behavior of a continuous sampler by analyzing the cumulative dis-
tribution function (CDF) it converges to. An absolutely continuous
probability (sub-)distribution over the reals is characterized by a
density function h € PC(R), such that f_o; h(x) dx < 1 and whose

definite integrals fa b h(x) dx for a < b correspond to the probability
of sampling a value in the interval [a, b]. Its corresponding CDF H
can be obtained by the equation H(r) = f_rm h(x) dx.

We can observe the CDF of a RandML real random sampler by
linking it against the program Checker in Figure 6. The Checker
program takes in two arguments: the sampler e to be analyzed,
and two integers N and D. Intuitively, Checker samples from e
and compares the sampled value to the dyadic rational number
N/2P . The Checker program will diverge if the sampled value is
exactly equal to N/2P, otherwise it returns —1 or 1 depending
on whether e returns a constructive real less than or greater than
N/2P, respectively. Our adequacy theorem describes samplers in
terms of their observable behavior when linked against this checker
program, stated more precisely in Theorem 3.3.

THEOREM 3.3 (PARTIAL ADEQUACY OF CONSTRUCTIVE REAL SAM-
PLERS). Let h € PC(R) be a density function. If for all integrable
F € PC(R) we can prove

{i (/_ F(x)h(x) dx)} e {0. 3r. fsféf;;z‘ozv . }, (12)

then for all states o and integers B, C we have

c
(1) Pr[exec(Checkere BC, o) #1] < _Boéz h(x) dx

(2) Pr[exec(Checkere BC, o) # —1] < _[30720 h(x) dx

This theorem relates the behavior of the Checker program with
the CDF of the target continuous distribution. To understand this

C
theorem, recall that ffBoﬁ 2 h(x) dx is the CDF of the distribution

at B/2C, i.e. it is the probability that a value sampled from the
distribution will be less than or equal to B/2C. The first inequality
says that the probability that Checker terminates with a value other
than 1 is at most this CDF value. The second inequality gives us
an analogous result about the probability that the sampled value is
greater than B/2C.

These inequalities give us a good sense of the approximate be-
havior of sampler programs when linked against Checker, how-
ever they do not completely characterize the CDF of e because
Continuous-Eris is a partial logic. It is possible that the sampling
program fails to terminate with probability greater than zero.* By
adding hypotheses to Theorem 3.3, we obtain a stronger result.

THEOREM 3.4 (CDF ADEQUACY OF CONSTRUCTIVE REAL SAM-
PLERS). Under the assumptions of Theorem 3.3, if the checker pro-
gram terminates almost-surely (i.e. for all B, C, and ¢ we have

4This is only possible if the sampler program e fails to terminate. The Checker program
only fails to terminate when e returns the exact value B/2€, which can be shown to
happen with probability at most zero by instantiating Equation (12) with the indicator
function on {B/2€}.

Anon.

RNx=lety:=Uin
if CmpUyx <0thenR (N +1) yelse N

T
I

= letx := Uin
if RleHalf x then R 0 x % 2 = 1 else true

Figure 7: The decreasing uniform sequence trial (R) and the
Bernoulli trial with parameter e"1/2 (H).

Y oeval €xec(Checker e B C, 0)(v) = 1) and h is a probability density
(ie. f_o; h(x)dx = 1) then for all states o and integers B,C, the
probability that Checker e B C returns —1 is equal to the CDF of h at
the point B/2C:

B/2€
Pr{exec(Checkere BC,0) = -1] = / h(x)dx. (13)

Since the set of dyadic integers is dense in R, characterizing the
CDF at these points suffices to characterize the distribution of e
completely (see Billingsley [8] theorem 14.1).

In our Rocq development, we have formally verified both of these
adequacy statements. The proof of Theorem 3.4 is a consequence
of Theorem 3.3, using the additional termination hypotheses in
order to establish (13). For the programs we will present in sec-
tions §4 and §5, we do not prove their almost-sure termination,
though Karney [37] proves on paper that these algorithms termi-
nate almost-surely. Separate program logics such as Total Eris [2]
or Tachis [27], which cover the same source language, are capable
of proving this fact. For the remainder of this paper, we will focus
on establishing the core specification (12), and leave the other side
conditions in Theorem 3.4 to future work.

4 Verified Gaussian Sampler

In this section, we will verify a sampler for the continuous Gauss-
ian distribution using Continuous-Eris. We will use algorithms
from Karney [37]. To the best of our knowledge, these algorithms
have never been formally verified. Karney’s sampler is split into a
number of subroutines, and our proof follows the same modular
structure by verifying each subroutine.

4.1 Bernoulli Negative Half-Exponential

The first component of Karney’s algorithm is a routine H for draw-
ing a sample from the Bernoulli(e~%/2) distribution. This in turn
builds upon a routine R which repeatedly draws a sequence of in-
dependent, uniform samples rq, r, r3, ... from [0, 1]. The routine
stops when it draws an r;;1 that is greater than r;, at that point, it
returns i, the length of the decreasing sequence it generated.

Verifying the Decreasing Reals Trial. The principle behind

this algorithm is sometimes known as Von Neumann’s Technique [51].

Von Neumann’s insight is that the probability that this decreasing
sequence has length n is x™ /n! — x*1/(n + 1)! — two subsequent
terms in the Taylor series of e ™.

In general, R N x is distributed over N as a version of R 0 x that

has been shifted rightwards by N:
xn=N

\Nm=N)! (n-N+1)!

xn—N+1

HR N x)(n) = [N < n] (14)
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Note that although this sampler draws continuous samples in-
ternally, what it returns is a sample from a discrete distribution
over N. Thus, the specification we prove for it uses a series for
computing the expected value of credits, instead of an integral. Let
B(N) denote the set of bounded functions N — R=%, We seek to
prove the following specification for all F € B(N), N € N, [ e Val,
and x € [0,1]:

IsReal [ x %0 < x <1 %
IsReal [ x

Z(F(n)) *
£(Snert e v ) () - F(n) }RN | f o

At a high level we will prove this in a similar way to §2.4, using
specification (4) at the call to U to redistribute the error credits
based on the value of y.

The challenge in proving (15) lies in correctly distributing the
credits. We proceed by Lob induction, using HT-REC. The program
R contains one sampling statement in U, branches on its result, and
either returns (requiring enough error credits for the postcondition)
or makes a recursive call (requiring enough error credits to pay for
the precondition of (15) via HT-REC). Schematically, we want the
credits to distribute as follows:

RN x
£ (Znen MR N x) (n) - F(n))

/N

x<y y<x
N R(N+1y

£(F(N)) i(ZneN#(R (N+1) o) (1) 'F("))

We realize this by distributing credits as
9g(F.N,x,y) =
(16)
< ] ( 3w (vt o (m) -F(m)) +ly 2 x]- F(N).

meN

After sampling y, we obtain £ (g(F, N, x, y)) credits. We then per-
form case distinction on (x < y) V (y < x) and apply proof rules to
symbolically step through to either the return or recusive states, at
which point the Iverson brackets in (16) ensure we have the correct
amount of credits availble.’ It remains to show that the expected
value of g is equal to our initial quantity of starting credits.

1
Y wwnom - Fm = [gENxpdy )

neN

The proof of this fact amounts to an application of Fubini’s theo-
rem in a similar style to §2.4. Here, the boundedness of F ensures
absolute and uniform convergence of the limits in (17), allowing
their exchange.

5The fact that the Iverson brackets are overlapping at the point y = x is a matter of
convenience.

GeN=2 ife()thenGe (N +1)else N
leNZ (N=0) ||[(e()&& le(n-1))
Z Zletk:=GHO0in
if | (H(k*(k—1)))thenkelseZ ()

Figure 8: The integer part of the Gaussian sampler.

Bernoulli Negative Half-Exponential. Finally, our specifi-
cation for R can be used to verify the correctness of the half-
exponential Bernoulli sampler.® We seek to prove that for any
F : {true, false} — R20

{f (e_l/ZF(true) +(1- e_l/z)F(faIse))} H{b,#(F(b)} (18)

The uniform sample in H is handled by the credit distribution

[; < x]F(true) +

x < ] (Z H(R 0 x)(m) - F(m%2 = 1)) (19)
meN
In the case that 1/2 < x we gain the correct amount of credits to
return F(true), and if not, we have enough to apply the specification
for R. The function RleHalf is a version of CmpU which compares
a lazy real sample against the constant value 1/2, and is verified
in a similar manner. In our development, we split the series in
expression (19) into even and odd terms, at which point we can

apply Von-Neumann’s trick.
Z (1/2)*"  (1/2)** Z (= 1/2) o172
o (2n)!

(2n+1)!
4.2 Integer Gaussian Part

The next component of the algorithm is a routine to sample the in-

teger part of the Gaussian sample, as shown in Figure 8. Specifically,

the routine Z draws from the distribution over the nonnegative

integers with PMF

Nty e k2 (20)
k=0

The implementation uses helper functions G (a geometric trial,
parameterized by a function e that generates Bernoulli samples) and
I (which draws N Bernoulli samples using argument e and returns
true when all samples are true). Our proofs of these are exactly
analgous to those described by Marionneau et al. and we will not
replicate them here, however we highlight that it is important that
this program is higher-order, as the Gaussian sampler dynamically
chooses the parameters to G and I. Using these combinators we can
implement Z, Karney’s sampler for the integer part of the Gaussian
distribution.”

The program itself is a simple rejection sampling loop, and in-
volves no real numbers beyond those used internally by H. Proving
that Z is distributed as pz amounts to applying the specifications we
have developed so far. At a high level, we begin with # (V) credits
where V = 317 ' u7 (k) - F(k) for some F € B(N). Like before, the

pz(k) 2 e X2 Ny

®In our implementation of H, we must handle the first iterate of this process separately,
since CmpU can only compare two uniform deviates against each other, and so we
need to use a specialized program RleHalf to compare a uniform deviate against the
constant 1/2. We choose to do it this way instead of lifting to constructive real library
in order to mimic more closely Karney’s implementation.

7This sampler corresponds to steps N1 and N2 from Karney’s paper.
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CM=2letm:=rand Min
if m=0then —1lelseif m =1then0else 1
let f:=Ckin
letr:=Uin
(f=0) | (f=-1&&CmpUxr <0)
SkxyN=2letz:=Uin
if (CmpUyz<0| Akx)thenNelse(Skxz(N+1))
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if (CmpUxz<0]| Akx)thenOelse(Skxz1)
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£ let (z,u) := N’ () in
letb :=rand 1in
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11>

Akx

Il>

z
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Figure 9: The Gaussian sampler (N).

proof proceeds by L&b induction, conditioning the credits on the
results of G and | by g and h respectively:

h(k,b) = [b] - F(k) + [=b] - V
g(k) 2 e KE=D2p(k true) + (1 — e K E=D/2)p(k false)

The fact that their expected value does not exceed the initial
amount of error credits follows from Fubini’s theorem.

4.3 Gaussian Sampler

A RandML implementation of Karney’s sampler for the Gaussian
distibution is given in N” in Figure 9. More precisely, the N’ sampler
draws from the half or one-sided Gaussian distribution over [0, o),
represented as a pair containing a nonnegative integer and a lazy
uniform real. The full Gaussian sampler N transforms a sample from
N’ into the full normal distribution over (—co, ) in N by choosing
a sign uniformly at random, and applying RofBZU to combine our
samples into our constructive real library from §2.5.
The implementation of N’ involes a complicated rejection step

B, which (like Karney) we split into a number of steps:

e C M: returns —1, 0, and 1 with probabilities 1/M, 1/M, and

(M — 2)/M respectively, when 1 < M.
e Ak x: Abernoulli trial with parameter (1—(2k+x)/(2k+2)).
e S k x: A D(N) sampler with PMF

X2k +x\" a2k + x|\
2k+2 (n+1)\2k+2

n!

S is a sampling loop for this program, written in tail-recursive
form. This program is similar to the loop in R, but with ad-
ditional thinning introduced by A.

o Bk x: A e X(2k+x)/(2k+2) Bernoulli trial, based on Von-
Neumann’s technique.

Aside from the spike in complexity, the techniques we have de-
veloped so far are capable of verifying this composition of samplers
with no substantial modifications. In our Rocq development we
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prove specifications for each helper function in the style of (3), quan-
tifying over functions in 8({-1,0, 1}), B({true, false}), or B(N),
which are used modularly to condition error credits in their clients.
Each helper function is a discrete sampler, though some of them
(like S) make internal use of real numbers to sample discrete values
with the correct probabilities. Appendix A.1 contains the credit
distribution functions for each of these helpers, as well as the proof
that their expected value does not exceed the initial supply of error
credits. The most challenging aspect of our approach is determining
a closed form for the distribution of each helper function, which is
necessary to state specifications in the form of (3).

With B in hand, we can verify the correctness of the one-sided
Gaussian sampler N’. Because the return value for this program is
a pair of a (nonnegative) integer and a lazy real, our specification
expresses the density of N” as

1 (o8]
() =N Ny 2 [ e gy
0 k=0
(21)
Finally, we define the symmetric normal distribution N by lifting
our Gaussian samples to a CReal, choosing the sign uniformly at
random. For any bounded, piecewise continuous F : R — R=% we

can show that
0o e—xz/z
Z /_Do T - F(x)dx

N ()
{v. 3r.IsApprox v r = £ (F(r))}

(22)

To prove this, we instantiate the specification for N’ with the func-
tion G(n,x) = F(—(n+x)) + F(n+x), and then use the final rand 1
step to distribute that credit to the positive and negative cases ap-
propriately. Our specification for RofBZU performs the final task of
lifting this result to a CReal. The specification (22) is now in a form
for which we can apply the adequacy theorems, and this completes
our verification.

5 Verified Laplace Sampler

In this section, we verify a sampler for the continuous Laplace
distribution L, ;;, which has important applications in differentially
private algorithms. Its density function is given by:

Leoy(x) = % ce—elxpl (23)

Our starting point is a sampler for the negative exponential distribu-
tion (§5.1). Samples from this distribution can be transformed into
Laplace samples by applying appropriate arithmetic operations,
which we implement using our verified library for constructive
real arithmetic (§2.5). Finally, we prove a tail bound on the size
of Laplace samples, which has applications for proving accuracy
bounds of differentially private algorithms (§5.2).

5.1 Laplace Sampling

The Laplace sampler uses the sampler E for the negative exponential
distribution shown in Figure 10. Karney [37] calls this Algorithm
V. Similarly to the one-sided Gaussian sampler, E returns pairs
in N x [0,1]. In this case, the probability of returning (z,x) is
pe £ e~ (#*X) The proof of this fact is similar enough to the proof of
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EN = letx:=Uin
lety :=RO0xin
if y%2 = 0then (x,N)else E (N + 1)

Figure 10: The Negative Exponential sampler (E).

Lepu=let(z,u):=E0in
let sgn :==rand 1in
Radd p (Rscal € (RofBZU (sgn, z,u)))

Figure 11: The Laplace sampler (L).

the Gaussian sampler in § that we will omit it and direct interested
readers to the appendix or Rocq development.

We must make three modifications to the exponential mechanism
in order to turn it into a sampler for the Laplace distribution:

(1) Extend the distribution by symmetry to all of R,
(2) Multiply the result by a scaling factor ¢, and
(3) Shift the distribution by the mean p.

We can implement all three of these steps using our constructive
reals library as described in §2.5. Figure 11 depicts the implementa-
tion of our Laplace sampler. First, after taking a sample from E, one
can decide the sign of the result using a rand 1 sample. The boolean-
integer-uniform triple is lifted into a single constructive real value
using the RofBZU function which, like the Gaussian, gives us a
sample from the symmetric version of the negative exponential
distribution. Now we are able to perform arithmetic on this sample:
we can scale and shift the returned value using our constructive
reals library.

After obtaining the sample from the negative exponential func-
tion and symmetrizing it like we did in §, the remaining operations
are all deterministic. Putting everything together, we can prove
that for any F € PC(R),

{! (/ F(x)Lze dx) * IsApprox vy p Iﬂ}

0o

24
Leoy, (24)

{v. 3lp,r. #(Fr) * I * IsApprox o r (I, * IL)}

5.2 Accuracy Bound

As mentioned previously, the continuous Laplace distribution is
widely used in differential privacy applications. With differential
privacy, random noise is added to the results of computations to
avoid leaking private information about the data used in the com-
putation. Adding more noise gives stronger privacy guarantees, but
adding too much noise can make the computed value less useful.
Thus, an important consideration in analyzing differentially private
algorithms is to consider the utility or accuracy of the algorithm.
For example, in defining the Report Noisy Max algorithm, Dwork
and Roth [16] establish a utility bound on a differentially private
query program based on the following property of the Laplace
distribution:

. log (1/P) <
£

P |‘£€’/J - ,Ul ﬁ (25)

Barthe et al. [4] incorporated a similar bound for the discrete Laplace
distribution as a rule in aHL, a program logic for reasoning about
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error bounds, where sampling from the discrete Laplace was added
as a primitive to the language.

Instead of adding this bound as a primitive rule in our logic, our
specification for the continuous Laplace sampler allows us to derive
this bound for our sampler implementation in a straightforward
way. First, we instantiate the specification (24) with F being the
indicator function for the set

52 (oo pn 1og(21/ﬁ)] ¥ [u+ log(zlf/ﬂ))oo)

Then, computing the improper integral in (24), we can use the
fact that F(x) = 1 for x € S together with the spending rule to
prove the following Continuous-Eris equivalent of the approximate
specification (25):

{i (B) * IsApprox v, I#}
Le oy

log(1
o sl < )
" IsApprox o r (I, * Ir)

6 Related Work

We have already alluded to the extensive literature on different
representations of computable reals and operations on them. The
implementation we have verified is a simplified adaptation of the
CReal library [20] which is based on the work of Ménissier-Morain
[41]. The actual CReal library implementation uses additional mu-
table state to cache approximations of numbers for efficiency. Since
our language includes mutable state, it should be possible to gener-
alize our verification to handle this as well.

SampCert [15] verifies a number of discrete samplers in the Lean
theorem prover. Unlike Continuous-Eris, which supports the veri-
fication of programs that use higher-order random functions and
state (features known to be challenging to reason about denota-
tionally), SampCert’s object language is restricted to first-order
programs. Hence, it cannot support samplers based on lazy reals.
The SampCert development includes a verified implementation of
the discrete Gaussian sampler, a two-sided version of our sampler
Z from §4.2 which can have variance o € Q and mean p € Z.

Zar [3] is a formally verified compiler for discrete probabilistic
programs that generates executable samplers. Its proof shows that
the generated code produces samples with the correct probability
distribution.

Although we have focused on two exact samplers for continuous
distributions, a range of algorithms exist for different distributions
and stochastic processes. Huber [33] and Occil [45] provide exten-
sive overviews of these algorithms. A related line of work explores
what probability distributions are computable, i.e. in the sense that
one can computably approximate the value of the measure or den-
sity defining a distribution [1, 9, 17, 21, 31].

As alluded to earlier, the semantics of languages that have sam-
pling from continuous probability distributions as a primitive poses
some technical challenges, particularly when combined with other
semantically rich language features, such as higher-order functions
and general recursion. A number of approaches to the denotational
semantics of higher-order probabilistic programs that feature con-
tinuous sampling have been proposed [13, 18, 28, 34, 50]. Others
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have explored operational semantics for such languages [12] and
logical relations techniques for proving equivalences [53]. Because
the language we consider only has discrete probabilistic sampling
as a primitive, and uses this to implement computable versions of
continuous sampling, we avoid the semantic challenges of contin-
uous distributions, while meanwhile still handling other features
such as mutable higher-order state. Huang and Morrisett [32] used
computable distributions as the basis for a denotational seman-
tics of a probabilistic programming language, and gave a sampler
implementation for this approach.

Dash et al. [14] develop a monadic probabilistic programming
language with support for laziness, and show how to use it to ex-
press various stochastic processes, such as Poisson and Gaussian
processes. Since these processes are an infinite collection of ran-
dom variables, they cannot be sampled in their entirety. Instead,
a key idea is to lazily sample parts of a process and then cache
the sampled values, similar to how the U sampler we considered
lazily samples and stores the bits of a uniform [0, 1] sample. Their
language supports a form of conditioning, and can be used for
Bayesian modeling with a Monte Carlo inference algorithm. They
give a denotational semantics in terms of quasi-Borel spaces and an
implementation called LazyPPL in Haskell. LazyPPL assumes the
existence of primitives for sampling directly from continuous dis-
tributions such as the Gaussian, which are implemented in practice
using floats. In contrast, our focus has been on proving the cor-
rectness of computable samplers for these continuous distributions,
and we have used an operational semantics.

Recently, a number of program logics [29, 30, 38, 47, 48] have
been developed for reasoning about programs that sample from
continuous probability distributions. These logics all treat sam-
pling from continuous distributions and exact real operations as
primitives, as opposed to our approach of verifying computable
implementations of these operations. Moreover, these logics do
not support mutable state or dynamically allocated memory. In
contrast, Continuous-Eris inherits the Iris framework’s support
for reasoning about state and pointers. On the other hand, some
of these logics support language constructs for conditioning on
observable events, as needed for Bayesian probabilistic modeling,
which Continuous-Eris does not handle.

The proof outlined in §2.3 for generalizing Eris’s discrete er-
ror credit rules into continuous versions exploits the fact that the
Riemann integral can be approximated by Riemann sums. Batz
et al. [5] have also used Riemann sums to approximate integrals in
verifying probabilistic programs. They observe that when using a
pre-expectation calculus for a program with continuous samples,
the standard approach gives rise to terms involving integrals, which
poses a challenge for automated verification. They show that by
instead replacing these integrals with approximations by Riemann
sums, one obtains a version that is more amenable to automation,
while still yielding sound bounds on the original problem. Beutner
et al. [7] similarly use Riemann sums in bounding properties of
probabilistic programs.

Although it is common to use floating-point approximations of
continuous distributions, Garg et al. [22] instead consider using
fixed-point approximations in a probabilistic programming lan-
guage for Bayesian inference. They show that it is then possible
to apply exact techniques for discrete Bayesian inference to this
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approximation, while soundly controlling the errors introduced by
discretization.

7 Conclusion

Exact sampling algorithms for continuous distributions involve
a combination of features that are challenging to reason about.
Continuous-Eris provides a way to verify these algorithms using
infinite presampling tapes, which are derived by extending Eris
with time receipts.

There are other logics related to Eris that also feature presam-
pling tapes and mechanisms that behave similarly to error credits,
such as Approxis [26], which allows for relational reasoning, and
Tachis [27], for bounding expected costs. It would be interesting
to also extend these logics with time receipts and derive infinite
presampling tapes to be able to apply them to programs that use
exact samplers from continuous distributions.
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A Appendix
A.1 Credit Conditioning

Here we describe the credit conditioning functions used by our proofs, and show a proof that they are expectation-preserving. Many of
the derivations involve an exchange of limits, for which we use Fubini’s theorem. Formally justifying the existence and exchange of these
iterated limits typically amounts to proving that their arguments converge uniformly, or are uniformly continuous. For more details we refer

the reader to our Rocq development, where all of the equalities in this section are formally verified.

A.1.1 Decreasing Reals Trial.

o For the uniform deviate sample from U, use

g(F.N,x,y) = [y < x] (Z HR (N+1) y) (M) -F(m)) +[y = x] - F(N).

meN

Expectation Preservation.

1
Y mn o (m)Fm) = [ g(FNx ) dy

neN

1
=/0 [y Sx](z HR (N+1) y) (M) 'F(m))+[y2x] -F(N)dy

meN

1 1
:/0 [ny](Z u<R<N+1>y><m>~F<m>) dy+/0 [y 2 x]-F(N)dy

meN

1 yrnffJfl yrnflv 1
/O[ny] ";N[N-Flsm].((m—N—l)!_(m—N)!).F(m) dy+/0 [y >x]-F(N)dy

(m-N-1)!  (m-N)!

meN
o x ym—N—l ym—N .
) —Nl['/o ((m—N—l)!_(m_N)!)dy'F(m) +/); F(N)dy
< xmfN xm—N+1
) =N+1 ((m—N)! - (m—N+1)!)‘F(m) +(1-x)F(N)

sl x:n7471\7 xrna——bl+l
n;\[[((m—N)! - (m—N+1)!)'F(m)]

Z HR N x)(n) - F(n)

neN

A.1.2 Bernoulli Negative Half Exponential.

o For the uniform deviate sample from U, use

g(F,x) = [1/2 < x] - F(true) + [x < 1/2] Z H(R 0 x) (m) - h(F, m)

meN

e For the integer sample from R use

h(F,n) £ F(n%2 = 1)
14

/l[ny]([N+1$m]~( ym ym )) dy~F(m)]+/l[y2x]-F(N)dy
0 0
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Verifying Exact Samplers for Continuous Distributions with a Discrete Program Logic

Expectation Preservation.

1
e’l/zF(true) + (1 - e’l/z) F(false) = / g(F,x)dx
0

:/1[1/2 < x] - F(true) + [x < 1/2] (Z HR o x) (m) - F(m%2 = 1)) dx
0

meN

=M+/Ol[xs 1/21(2 u<R0x><m)~F<m%2=1>) dx

2
meN

_ Fltrwe) | > /ol[xs 1/2] (1w 0 x) (m)) dx'F(’"%zzl)]

2
meN

u 1/2
:M+Z ‘/0 (ﬂ(ROx)(m)) dx-F(m%2=1)]

2 meN |
£ 3 ([ ) o)
g B 3 (0 4 o
:,;N (uinﬁ ) %) . [m%zzo]] 'F(tme):;N (% _ %) - %2 = 1]] - F(false)
:';N (Hmﬁ)] -F(true)+(1';N ((‘lrff)m)]) - F(false)

= e_l/zF(true) + (1 - e_l/z) F(false)

A.1.3 Gaussian Integer Part.

e For the integer sample from G, use

g(F, k) 2 e k=12 p(F K true) + (1 — e KK=D/2) (k. false)

e For the boolean sample from | use

h(F,k,b) = [b] - F(k) + [=b] - )"

JjEN

F(j)
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Expectation Preservation.

e k12 _12\k _
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keN

keN
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Anon.
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A.1.4 Gaussian Helper. The credit arithmetic for C and A are trivial. The credit arithmetic for S is almost identical to the analysis for S’,

which we will outline here. The closed form for S’ that we seek to establish is

H(S" k x yN)(n)

2k +2

= [NS”]'((n—N)z

e For the uniform deviate sample from U, use

2-

Fx,kyN,z) =
9(F,x,k,y,N,z) F 13

[y <z]-F(N)+[z<y]- [

e For the boolean sample from A, use

1>

h(F,x,k,y,N,z,b) 2 [b] - F(N) + [-b]

16

ynN (zk + x)"_N

- h(F,x,k,y,N, z, true) +

yn—N+1 2k + x n—-N+1
(n=N+1)!'\2k+2

h(F x,k,y,N,z, false)}

: Z H(s k x z N+1) () <F(j)
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Verifying Exact Samplers for Continuous Distributions with a Discrete Program Logic

Expectation Preservation.

1
Y ms ey () Fn) = [ g(Foxik . N.2) dz
neN 0

-x F(N) + 2k +x
2k +2 2k +2

1
:~/0' [y<z] - F(N)+[z<y]- Z/J(S’kszH)(j)'F(j) dz
JjEN

2—-x 1 2k +x
~(1- v i) 0 [0 Y b ke e 00 ) s
JEN
2-x 2k +x
=(1—y+y-2k+2)-F(N 2k+22/ (s k x = N+1) () dz - F(j)

Compare coefficients on F. For n < N, the Iverson brackets ensure every coefficient on F(n) is zero. Comparing coefficients on F(N), the

Iverson bracket in (/1(5/ kx z N+1) ( j)) eliminates the rightmost term from the right-hand side, leaving

2k +2
_ 2k + x 1o 1- 2-x
YN 2k+2)~ y 2k +2

—1- 2k + x
B Y 2k+2

B kxyN)(N)=1-y+y-

Lastly, we compare coefficients for n > N.

2k+x (Y
Hs' kx yN) (1) = k12 /0 (ks k x z N+1) () dz
y"’N 2k +x an_ y"’N+1 2k +x an“_ 2k+x/y y"’N’l 2k + x|V 3 "N 2k +x\"N dz
(n—N)!'\2k+2 (n=-N+1)!\2k+2 T 2k +2 (n-N-1!\2k+2 (n-N)'\2k+2
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A.1.5 One-sided Gaussian. Recall that this is a distribution over N x [0,1], so F : N — [0,1] — R=0.
o For the integer sample from Z, use
f(F, k)= /Olg(F, k,x) dx
o For the uniform deviate sample from U, use
g(F, k,x) = e X(2k) 2 (F & y,true) + (1 — e X(2k) /2y (F 5 y, false)

e For the boolean sample from I, use

e~ (+w)?/2
h(F,x,k,b) £ [b] - F(k,x) + [~b] Z/ F(j,w)dw
jeN
Expectation Preservation.
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keN z 0 keN JEN
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It suffices to show the integrand and summand are equal, allowing us to cancel F.
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A.1.6 Negative Exponential. The negative exponential is also a distribution over N x [0, 1], so F : N — [0, 1] — R=°. We seek to show
that E N is distributed as

nee Ny (kx) 2 [N < kle”OHN)
e For the uniform deviate sample from U use

n n+1
gENx) 2 > (x— - x—) -h(F,N,x,n)

| [
St (n+1)!

e For the integer sample from R, use

h(F,N,x,k) £ [k%2=0] - F(N,x) + [k%2 = 1] - Z/ [N+1<j]-e”U™N"4Y . F(jy)dy
jeN
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Verifying Exact Samplers for Continuous Distributions with a Discrete Program Logic

Expectation Preservation.

Z /1[N < ke~ *HR=N) U F(k, x) :/lg(F,N,x) dx
0

keN

0

1 xk xk+1
:/o ,;;\,(IT ) <k+1>!)

1
[k%2=0]~F(N,x)+[k%2=1]~Z/ [N+1<j]-e U N1 . F(j y)dy| dx
0

JeN
k+1

1 J(k x
S 1;\;(? ) W) (k72 = 0] - F(N.) dx

+

+

=/01

k

eN

1 n n+1 1 )
/ Z(%‘_ (:+1)!)'[k%2:1]~2/0 [N+1<j]-e N F(jy) dydx

=/012

0 ken jen
xk xk+1
((H - W) k%2 = 0]) - F(N,x)dx

keN

1 X xn+1 1 ) CiNo1e .
(/(; kzeél(n!—(n_'_l)!)-[k%ZZI]dx)- Z/(; [N+1<j]-e"UN"Y . F(j,4)dy

=£le_x-F(N,x)dx+(£l(l—e_x)dx)~

1
:/ ex-F(N,x)dx+1-(
0 e

JEN
0

JjeN

1
Z/ [N+1<k]-e”*N-1) Bk ) dx

kenv0

1
e™* . F(N,x)dx + (Z / [N+1<k] e ® N Fk x) dx)
een v

1
/ [N < k]-e kN . F(k x)dx
0
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